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About the Pip Protokernel

Written in imperative-style Gallina, the programming language of Coq;

properties stated & proved in a Hoare logic, also embedded in Coq;

imperative Gallina code word-for-word translated to C for execution.
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The GallinaC Project

1 Enriches Imperative Gallina with an actual while loop;
2 extends Hoare Logic to Separation Logic;
3 guarantees that translation to C is semantically correct.
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A While Loop for Imperative Gallina

Outline

1 A While Loop for Imperative Gallina

2 A Separation Logic for Imperative Gallina

3 A Semantically Correct Translation of Imperative Gallina to C
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A While Loop for Imperative Gallina

First Attempt

Coq recursive function:

Fixpoint while(c : prog S bool)(b : prog S unit): prog S unit

:= do x <- c ; if x then (b ; while c b) else (ret tt)

refused by Coq : cannot prove termination - other approach needed:

first clarify what prog S unit, do x <- c, ret tt, . . . mean.
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A While Loop for Imperative Gallina

Some Coq Types

unit:

unit: Type := tt.

option:

option (A:Type): Type :=

None : option A | Some : A -> option A.

product:

product (A B:Type): Type :=

pair : A -> B -> product A B.

notations: A*B for product A B and (a,b) for pair a b.
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A While Loop for Imperative Gallina

Programs with (Non)Termination, Exception, and State

a type for programs over types O for outputs and S of states:

prog(O:Type)(S:Type) := S -> option(option(O*S))

p s = None : nontermination
p s = Some None : exception
p s = Some(Some(o,s’)) : successful termination.

”return” program:

ret(o:O) := λ s → Some(Some(o,s))

sequencing programs:

bind(p:prog A S)(f:A->prog B S): prog B S :=...

notations:

do x <- p ; q stands for bind p (λ x → q)
p ; q stands for bind p (λ → q).
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A While Loop for Imperative Gallina

State-Specific Programs

State type: record (2 registers + heap holding natural numbers)

State:= {reg1:nat; reg2:nat; heap: nat -> option nat}

reading/writing:
do x <- read reg1, do x <- read reg2: read from the registers;
write reg1 x, write reg2 x: write value x in respective registers;
do x<-read addr a saves in x content of heap at address a;
write addr a x writes value x in heap at address a.
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A While Loop for Imperative Gallina

Reversing a Linked List

Definition reverse (addr: nat): prog State nat :=

write reg1 addr;

write reg2 null;

while (do curr <- read reg1; ret (curr != null))

(

do curr <- read reg1;

do next <- read addr (curr + 1);

do prev <- read reg2;

write addr (curr + 1) prev;

write reg1 next;

write reg2 curr

);

do res <- read reg2;

ret res.

9 / 18



A While Loop for Imperative Gallina

while = Partial Recursive Function in Domain Theory

1 Define a functional:

Definition While (W: prog S bool->prog S unit->prog S unit)
(c : prog S bool)(b : prog S unit): prog S unit

:= do x <- c ; if x then (b ; W c b) else (ret tt)

2 prove1 that While satisfies hypotheses of Kleene’s fixpoint theorem:
then, while := limn→∞ {While

n | n ∈ N} is least fixpoint of While;
3 obtain 2 lemmas :

unfolding:
while c b =

do x← c; if x then (b; while c b) else ret tt;
termination:
while c b s = Some y <-> ∃n, Whilen c b s = Some y.

1H. Cheval, D. Nowak, V. Rusu. Formal definitions and proofs for partial (co)recursive
functions. J. Logical and Algebraic Methods in Computer Science, vol. 141, Oct. 2024.
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A While Loop for Imperative Gallina

Application: Hoare Rule for While Loops

I : bool → S → Prop: Boolean value of condition c + invariant on S:

{∃ x:bool.I x} c {I} {I true} b {λ →∃x:bool.I x}
{∃x:bool.I x}while c b {λ →I false}

.
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A Separation Logic for Imperative Gallina

Outline
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A Separation Logic for Imperative Gallina

Separation Logic extends Hoare Logic

Separating conjunction ∗ and magic wand −∗, with lemmas, e.g,

⊢ (p ∗ q) =⇒ r ↔ ⊢ p =⇒ (q −∗ r)

other predicate-logic constructions and lemmas, e.g.,

⊢ ∃∃ x. (p x =⇒ r) ↔ ⊢ (∃∃ x. p x) =⇒ r

triples characterizing reading/writing operations, e.g.,

{ (∃∃x. a { x) ∗ ((a { v)−∗(P tt)) } write addr a v {P }

frame rule: {P} p {Q} → {P ∗ R} p {Q ∗ R}.
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A Separation Logic for Imperative Gallina

Proving the Correctness of the reverse Function

llist a l ≜ linked list starts at a : nat & is modeled by l : list nat;

Hoare triple: { llist a l } reverse a {λa’→ llist a’ (rev l) }

condition + invariant:

Definition I (l:list value) : bool → S → Prop :=

λ c→

∃∃ r1 r2. (reg1=r1)∗(reg2=r2)∗[|c =(r1 , null)|]∗

∃∃ l1 l2.

(llist r1 l1)∗(llist r2 l2))∗[|l = (rev l2)++l1|]

weakest-precondition calculus generates proof obligations in the
assertion language, proved using lemmas (cf. previous slide).
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A Semantically Correct Translation of Imperative Gallina to C
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A Semantically Correct Translation of Imperative Gallina to C

Standard Approach, and a Problem

Standard approach for proved correct translation between L1 and L2:
1 endow L1 and L2 with operational semantics;
2 define a simulation relation between the semantics;
3 prove that relation holds for programs and their translations.

L2 = C, operational semantics given by Compcert ;

L1 = Imperative Gallina, a subset of Gallina (with notations for
imperative features). Operational semantics not definable within Coq.
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A Semantically Correct Translation of Imperative Gallina to C

Reflection and Denotation

Using Metacoq, reflect Imperative Gallina in Gallina itself;

resulting language (GallinaC) is given an operational semantics −→;
semantically correct translation from GallinaC to C becomes feasible;

inverse of reflexion is denote : GallinaC 7→ Imperative Gallina;

denote provides GallinaC with a denotational semantics, to be proved
equivalent with operational semantics −→;

consequence: triples valid in Imperative Gallina still hold in GallinaC;

and ultimately in C via semantically correct translation from GallinaC.
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Concluding Remarks

While loops: done;

Separation Logic: done, but automation to be improved;

one translation defined, simulation relation and proofs TBD;

looking for relevant, substantial yet feasible application.
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