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Some stats:
● 28 billion MCU shipped in 2018
● 250 billion microcontrollers used worldwide in 2020                              

Source: venturebeat.com/2020/01/11/why-tinyml-is-a-giant-opportunity/
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What’s low-power? Microcontrollers.
➔ milliWatt
➔ kiloBytes
➔ megaHertz

Compared to processors in “high-end” IoT (phone, RasPi...): 
➔ much less capacity in computing, networking, memory;
➔ much smaller energy consumption & tiny price tag (<1$). 

Context: Low-power Internet of Things (IoT)
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How do we…

★ Fix the (inevitable) software bugs, down the line?
★ Enable continuous deployment & innovation between cycles of new hardware 

rollouts?
★ Adapt to new regulations / standards ?

➡ Need software updates !

But there are caveats. What if…

★ The update is malicious, laced with malware ?
★ The update is a mismatch, accidentally breaking the system ?

➡ Need software updates security !

Even more caveats on microcontroller…

★ Which crypto for various such CPU/energy constraints?
★ Roll-back / image swapping schemes for various such memory constraints?

➡ Need generic mechanisms with low-power compatibility !

Software Updates: Why? And how?
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IoT Software Updates: Scenarios on Microcontrollers?
● Case 1 : monolithic software update, single stakeholder
● Case 2 : modular software updates, single stakeholder
● Case 3 : modular software updates, multiple 

stakeholders

Software

Module

Software Software

Module

Stakeholder 1

Stakeholder 2
This is the dominant 
approach in low-power IoT
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SUIT Working Group at IETF

SUIT = new architecture, metadata & serialization for lightweight IoT firmware 
update security : authentication, integrity checks (and more) specified at IETF, 
currently in the final stages of standardization: see 
https://datatracker.ietf.org/wg/suit/about/ 

Other primitives 
can be used too!
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https://datatracker.ietf.org/wg/suit/about/


SUIT Manifest

8Acknowledgement: This slide is largely inspired by a 
2022 slide from IETF Interop / Loïc Dalmasso

■ Latest specs for the SUIT manifest see: B. Moran et al., 
"CBOR-based Serialization Format for the SUIT Manifest,"  
IETF draft draft-ietf-suit-manifest-29, Nov.. 2024.

CBOR 
(RFC8949)

COSE 
(RFC8152)



SUIT Open Source Implementation
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★ Integration in RIOT, see 
https://github.com/RIOT-OS/RIOT/tree/master/examples/suit_update 

★ Support out-of-the-box for ~150 boards (and ~10^5 software configs)
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https://github.com/RIOT-OS/RIOT/tree/master/examples/suit_update


Experiments with SUIT
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[1] K. Zandberg et al. Secure firmware updates for constrained IoT devices using open standards: A reality check, in IEEE Access, Sept. 2019.
[2] G. Banegas et al. Quantum-Resistant Security for Software Updates on Low-power Networked Embedded Devices, in ACNS, June 2022. 

Studies of SUIT performance for pre-quantum [1] and post-quantum [2] 
★ in [2] evaluation of cost of security level upgrade 

○ from pre-quantum 128-bit security (with ed25519 or p-256)
○ to NIST Level 1 post-quantum security (with Falcon, Dilithium or HSS-LMS)

Benchmarks:
★ using different 32-bit microcontrollers: ARM Cortex-M, RISC-V, ESP32 
★ using different families of PQ crypto (lattice- and hash-based)
★ software update workflow => focus is *not* signature generation

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8725488
https://drive.google.com/file/d/1HYC4h4_CBKaDZcckmp32UBKRN_5OLqkG/view


SUIT in a Nutshell
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★ SUIT provides specs for standard, high-security, low-power IoT software update
★ Open source implementation is available & running out of the box COTS hardware

What’s next ?

For you:
★ Try it out! Check https://github.com/RIOT-OS/RIOT/tree/master/examples/suit_update

For us:
★ Post-quantum race is still raging…
★ Rust version work-in-progress in RIOT-rs / Ariel OS
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FemtoContainers: Why? 
● Case 1 : monolithic software update, single stakeholder
● Case 2 : modular software updates, single stakeholder
● Case 3 : modular software updates, multiple 

stakeholders

Software
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Software Software

Module

Stakeholder 1

Stakeholder 2
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Our goal now!



Goals & Threat Model

We want to modify deployed software, on-the-fly 
- Hosting additional functions
- Hosting debug/monitoring snippets

We want function fault-isolation, to protect against

- Malicious tenants: Can Tenant A escape the sandbox?
- Malicious clients: Can Client B perform install-time attacks?
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FemtoContainers – Design

Instead of container in VM, VM in a container 

- Ultra-lightweight virtualization: rBPF [4]
- register-based VMs with eBPF instruction set to microcontrollers  

- Real-Time OS (RTOS) syscalls
- Allows & controls sensor interaction, network services
- Reference implementation in RIOT

- Remote over-the-air (OTA) management
- Femto-container(s) exposed as CoAP resources
- SUIT-compliant software updates of containerized microservices

- FemtoContainer hosting engine = only 1000 LoC (!)
- allowed formal verification [5] for fault-isolation

RTOS

MCU

VM VM
fContainer fContainer

VM

FemtoContainer 
CoAP endpoint

[5] S. Yuan et al End-to-end Mechanized Proof of an eBPF Virtual Machine for Microcontrollers, in CAV, Aug. 2022
[4] K. Zandberg et al. Minimal Virtual Machines on IoT Microcontrollers: The case of Berkeley Packet Filters with rBPF, in PEMWN, 2020. 
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Microcontroller
Real-Time
Operating System

https://www.irisa.fr/prive/talpin/papers/cav22.pdf
https://arxiv.org/pdf/2011.12047.pdf


FemtoContainers – Performance

Performance study [6] on common microcontrollers (Cortex-M, ESP32, RISC-V) 

=> Compared to native exec., memory overhead is 10% or less!

[6] K. Zandberg et al. Femto-Containers: Lightweight Virtualization and Fault Isolation For Small 
Software Functions on Low-Power IoT Microcontrollers, in ACM MIDDLEWARE, Nov. 2022 16

https://dl.acm.org/doi/pdf/10.1145/3528535.3565242
https://dl.acm.org/doi/pdf/10.1145/3528535.3565242


FemtoContainers – In a nutshell
Advantages

- Very small code size with respect to the available ROM
- Mostly acceptable execution time penalty
- Integrated in RIOT, on-par with standards (eBPF [7])
- (… and FemtoContainers can easily be isolated from RIOT using Pip-MPU)

Some Limitations

- Overhead due to virtualization
- Introduces extra power draw
- Slower e.g. compared to WASM

- Limited expressiveness
- Instruction set variant is not Turing-complete.
- No dynamic loop conditions (!)

- Lack of privilege differentiation
- Privilege set fixed per hook, not per tenant
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[7] D. Thaler, BPF Instruction Set Architecture. RFC 9669, IETF. Oct. 2024. 

https://www.rfc-editor.org/rfc/rfc9669.html


FemtoContainers – What’s Next?

For us: ThingSat, an R&D project we recently joined [9]
 
✓ Collaboration between Université Grenoble-Alpes, Inria, FU 
Berlin 
✓ Development of Femto-Containers applications for nanosatellites

[8] Femto-Container Tutorial https://github.com/TinyPART/demo-multi-femto-containers 
[9] F. Molina et al. Cubedate: Securing Software Updates in Orbit for Low-Power 
Payloads Hosted on CubeSats, in IEEE PEMWN, Sept. 2023

For you: Try it out ;)
 
✓ FemtoContainer examples based on RIOT are available in [8]
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https://github.com/TinyPART/demo-multi-femto-containers
https://github.com/future-proof-iot/RIOT-fp/blob/master/preprints/Cubedate-IEEE-PEMWN-2023.pdf
https://github.com/future-proof-iot/RIOT-fp/blob/master/preprints/Cubedate-IEEE-PEMWN-2023.pdf
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❏ Starting point: 
❏ RIOT – and Zephyr, FreeRTOS etc. are nice but…

❏ Observations:
❏ Software building blocks in C remain brittle ➪ more pressing calls for more solid basis [10]
❏ MCU ➪  hardware becomes multicore, software mixes async / scheduled paradigms

Journey from Embedded C to Embedded Rust

[10] Back to the building blocks: A path towards secure & measurable software, White House Report, Feb. 2024. 
https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf 20



❏ Landscape:

❏ Embedded Rust can provide a more solid basis (avoiding whole families of vulnerabilities) but…
❏ Use of Rust in existing OS for microcontrollers is either 

❏ marginal, e.g. in RIOT [11]
❏ async, e.g. in Embassy [12]
❏ single-core scheduled e.g. in Tock [13]

❏ No existing Rust OS provides cross-hardware application code reuse at a level similar to RIOT

❏ Our conclusion:

❏ Need an equivalent of RIOT, based in Rust from the ground up, with multi-core sched. & async

Journey from Embedded C to Embedded Rust

[11] Rust RIOT Wrappers https://github.com/RIOT-OS/rust-riot-wrappers 
[12] Embassy Framework https://github.com/embassy-rs/embassy 
[13] TockOS https://tockos.org/ 
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https://github.com/RIOT-OS/rust-riot-wrappers
https://github.com/embassy-rs/embassy
https://tockos.org/


ArielOS – Design

[14] Ariel OS https://github.com/ariel-os/ariel-os
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Ariel unified system initialization

Radio Periph

New open source community 
snowballing around Ariel [14]
★ Multicore sched. + async Rust
★ Abstracted system initialization
★ Unified peripheral APIs
★ Versatile network stack configs
★ Meta build system                             

(facilitating large HWxSW test matrix)
★ All the main 32bit MCU architectures 

supported: Cortex-M, Xtensa, RISC-V
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https://github.com/ariel-os/ariel-os


For us:
★ Working hard on first release expected Jan. 2025
★ Implement/integrate TinyPART output in Ariel OS

○ containers, SUIT, PIP

For you:
★ Ariel is WIP but… try a couple of examples! 

https://github.com/ariel-os/ariel-os/tree/main/examples 

ArielOS – What’s next?
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https://github.com/ariel-os/ariel-os/tree/main/examples


Contact: 
emmanuel.baccelli@inria.fr

emmanuel.baccelli@fu-berlin.de 

Thanks! Questions? 

mailto:Emmanuel.Baccelli@inria.fr
mailto:Emmanuel.Baccelli@fu-berlin.de

